Sophos Firewall v19.5
What’s New
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Sophos Firewall and Network Security Focus
Creating New Opportunities with Distributed and Enterprise Edge — Building-out SASE
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SECURE ACCESS PORTFOLIO

All While Making Complex Networks Easy to Deploy and Manage S



A Key Part of our SASE Strategy

CONNECT ANYWHERE ANYHOW

ZERO TRUST - XSTREAM SD-WAN
(SD-WAN | SD-RED | ZTNA | VPN)
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SECURE BRANCH ACCESS
ZERO TRUST
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SECURE REMOTE ACCESS

@ SOPHOS CENTRAL .

SET POLICY ONCE - ENFORCE EVERYWHERE

UNIFIED POLICY WITH INTELLIGENT ENFORCEMENT
(CLOUD | FW | EP)

POWERFUL PROTECTION

CROSS-PRODUCT THREAT DETECTION AND RESPONSE
(IDENTITY, POSTURE, SHADOW IT, THREATS)
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Sophos Firewall OS v19 and 19.5
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v19 v19.5

Xstream FastPath for IPsec
(Up to 5x IPsec throughput)
SD-WAN profiles
Performance-based

link management
Real-time monitoring
SD-WAN log viewer module

SSL VPN capacity boost

SSL remote-access assistant
AWS VPC import

Intuitive VPN management
VPN log viewer module
Navigation Search

Network object search

And more!

Xstream TLS FastPath Offload -
Increased IPsec throughput

and capacity .
SD-WAN load balancing .
New dynamic routing engine .
OSPFv3 dynamic IPv6 routing
New search for Hosts and
Services objects

Redundant HA links
(Multiple, LAG, VLAN)
VLAN interface monitoring
Enhanced status

New HA widget

Custom node names
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Sophos Firewall OS v19.5 — What’s New

= TLS FastPath — utilizing the Xstream
Flow Processors in select XGS Series
appliances to accelerate TLS traffic
decryption for improved performance
(XGS 4300, 4500, 5500, 6500)

| @) Xstream Protection

Now in

Early Access | %) SD-WAN and Routing

| ) High Availability Enhancements

| 1) Quality of Life Improvements

=
High Availability Enhancements

= SD-WAN Load Balancing — across = Status and Visibility — with a new
multiple SD-WAN links for maximum control center widget, enhanced status
performance panel, and new node names for easy
device identification

@ SD-WAN and Routing

= Double IPsec capacity — with current
tunnel support now at 10,000 up from * HA Link Redundancy — supports up to 4
4,650 links for added redundancy

= Dynamic Routing — with OSPFv3 (IP6) = VLAN Support Enhancements — for the
support and a new next-gen routing dedicated HA link and VLAN interface
engine monitoring

Quality of Life Improvements

= Hosts and Service Object Search — using
free text

= Enhanced .log File Storage — for better
troubleshooting

= Azure AD SSO — for web console Ul login
authentication

= Enhanced 40G Interface Support —
including auto-detection of advanced
port configurations and breakout of 40G
interfaces

SOPHOS
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XStre am ‘ . Static File Analysis Dynamic File Analysis
Multiple ML Models Behavioral Analysis
: Al Deep Learning Intercept X
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x86 CPU
Xstream Xstream
FIREWALL STACK TLS 1.3 INSPECTION SECURITY & CONTROL
Connection Management All Ports/Applications Single Streaming Engine
Allow | Block | Secure All modern cipher suites Proxy-less Scanning
TLS 1.3 without downgrading High Performance AV IPS WEB
Xstream | I
NE Encrypted Traffic SD-WAN | SaaS | Cloud
TLS Inspection | IPsec VPN * Xstream |«

App Acceleration
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SOPHOS FIREWALL SD-WAN HARDWARE @ SOPHOS CENTRAL SD-WAN MANAGEMENT
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SD-WAN SD-WAN

Dashboard

sz Orchestration

Reporting
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Sophos Firewall XGS Series SD-RED 20/60
Xstream FastPath Acceleration
SD-WAN | Apps | Cloud | IPsec

Zero-Touch Remote Edge Devices

XSTREAM SD-WAN IN SOPHOS FIREWALL OS

19 Performance SLA 19 Link Management 19 Real-time Monitoring
Link Selection and Enhanced Routing and Logging
Jitter | Latency | Packet Loss App | User | Service Link Performance | Routing
Zero-Impact Transitions Failover | Failback
19 SD-WAN Profiles 19.5 Link Load Balancing 18 Synchronized App Control
with Multiple Gateways Simultaneously routing of application Awareness
Up to 8 Gateways traffic across multiple links Obscure and Custom Apps

MPLS | WAN | VPN | RED

‘ Azure Virtual WAN Support ‘

SOPHOS



SD-WAN Example

Any Corporate Office Location

LTE Cellular
. [ ]
Firewall 5 O
MPLS Leased Line
Internet
Cable
[ ] salesforce
e 0000 0OOOO []Oﬁlce365

Multiple ISPs
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SD-WAN Load Balancing

Any Corporate Office Location
LTE Cellular

. [ )
Firewall . 8ess senss

’ MPLS Leased Line

—

Internet

Cable
o
Traffic load shared across =St Multiple ISPs
multiple SD-WAN links 1] Office 365
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Easy Point-and-Click Sophos Central
orchestration

Hub and spoke, Full mesh, or any other
topology with redundant tunnel support

& K

Be up and running in minutes instead of
hours or days
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SD-WAN LOAD BALANCING STATUS, LOGGING, REPORTING

Log viewer

Policy test

Name: Load balance Load balancing: Round-robin
. ;b
Probe target: 152 168.1.10:0 (Ping) SLA strategy: Custom SLA
Filter: No filter active Add filter w Timer filter w
Time "
Gateways Status Latency Jitter IF::;ke(
. E 2022-09-21 15:03:40 19023

ISP-2__MPLS . s
y = (V] 1ms Oms 0%
mnnn 2022719—21 15:03:39 19023
VPN_1_XFRM % "

il Q 1ims Ooms 0%
(1112) 2022-09-2115:03:38 19021
ISP_3_XFRM2 ® a
(192168291 0% 8  ozosziisessy 102
@ Inuse @ Available @ Unavailable In ust

Total connections and data transfer

Total connections

ISP-2__MPLS, 66.7%

1SP_3_XFRM2, 0%

VPN_1_XFRM, 33.3%

Assigned weights for load balancing ™

@ ISP-2__MPLS ® VPN_1_XFRM ® ISP_3_XFRM2  -------

Profile

Profile

Profile

Profile

Configured SLA

Lag subtyp

Health check

Health check

Health check

Health check

SLA met

SLA met

Available

Available

s

ol
Kl

Reset

[ Messag
Load balance VPN_1_XFRM SLA met for gateway 'VPN_1_XFRM' [1.112) using probe target 192.1681.10
Load balance ISP-2__MPLS SLA met for gateway 'ISP-2__MPLS' (111111 11] using probe target '192.1681.10
Load balance ISP-2__MPLS Gateway 'ISP-2__MPLS' (11.11 11 11) available. Probe ocol 'PING’ probe to 182 1681 10' suc
Load balance VPN_1_XFRM Gateway 'VPN_1_XFRM' (111 2) available. Probe protocol ‘PING' probe to '192.168.1 10 successful

Brobe protocol ‘PING’ probe to '192 168 1 10" failed
[A‘hom gateway JIO' (192 168.29.1) to JIO' (192168 29.1)
Reset data transfer and connection count -

B8rget 203 58 224 123

Total data transfer

IgA‘ from gateway JIO' (192.168 29 1) to VIO (192.168.29.1)

ISP-2__MPLS, 49.2% r

1SP_3_XFRM2, 0%

VPN_1_XFRM, 50.8%

2dh  48h  week  Month
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New Dynamic Routing Engine with OSPFv3 (IPv6) support

Static routing enhanced with admin

distance and metric

Better dynamic routing decisions
based on interface/bandwidth

Improved scalability and performance

Better logging and troubleshooting

Fully interoperable with other
vendors

SOPHOS

Sophos Firewall

Search

Control center
Current activities
Reports

Zero-day protection

Diagnostics

Rules and policies
Intrusion prevention
Web

Applications
Wireless

Email

Web server

Advanced protection

Remote access VPN
Site-to-site VPN

Network

Routing

Authentication

System services

€ Use of the Sophos Firewall is provided under an Early Access Program and subject to the Sophos End User Terms of Use.

Feedback WM How-toguides Logviewer Help admin@SFDemo-ta-xg430-00-HO

Routing
SD-WAN routes SD-WAN profiles Gateways Static routes BGP 0SPF OSPFv3
Global configuration
Router 1D 1111 (e.g. 12.34.5.66)

Default metric
ABR type
Auto-cost reference-bandwidth (Mbps)

Default-information originate

Redistribute connected

v Advanced settings

(0-16777214)
100000 (1-4294967)
® Never QO Regular O Always
Metric (0-16777214) Metric type
Enable
Metric [0-16777214] Metric type

Information

External type 2

Sophos

Upstream proxy

v
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High Availability Enhancements in v19.5

Redundant HA Links Custom Node Names

Use multiple links, LAG, or VLAN
to provide added redundancy

900000000000000000000000000000000000000 ©000000000000000000000000000000000000

SOPHOS

SOPHOS "
Protection

Provide unique names for each
node to better identify them

Enhanced Status s VLAN Monitoring

New HA status and widget provides : Adds VLAN interface monitoring
clear insights at-a-glance DG e J ‘

m Connected (Active-Passive)

Node name Serial number Currentrole Current status Last status change

Node1 (Local) , _ SFDemo-c07-kabir-vm-21 Primary @ 03:54:58 AM, Apr 08, 2022

Node?2 (Peer) SFDemo-c07-kabir-vm-22 Auxiliary i 03:54:39 AM, Apr 08, 2022

Sync auxiliary device Disable HA Switch to passive device

SOPHOS



High Availability — Node Names and Status

B Main-ChicagoHQ x B standby-ChicagoHQ x

< C Y A Notsecure | hitps//172.16.16.16:4444 /webconsole)

SOPHOS System services Feedback @4 How-toguides  Logviewer Help (B Nodel{gimary =

Sophos Firewall \/

2 Active-passive cluster
Primary (Active)

[

High availability Traffic shaping settings RED

Control center .
Auxiliary (Passive)

Current activities
@

Zero-day protection

Diagnostics

m Connected (Active-Passive)
Rules and policies Node name Serial number Current role Last status change
Intrusion prevention

Web
App“cauons Node2 {Pei—'] X01103PMDBMQI93E Auxiliary

Cu L status
Nodel (Local) X011013DK8VBTS53 Primary @ 04.06:29 PM, Oct 27, 2

04:06:13PM,0ct 27,2

wvice Disable HA Switch to passive device

e ..—gi ‘ ————

‘ i ! Sl i“}’ﬁ“ l . ’.‘[I.‘ 4
RS (R [Emuveate oo [Ewmme| pEmsieRsel $3ss ... o

.-- {-- L 1 I B | [
SOf

T = —— Customizable node name now shown in browser tab, status panel,
== S Sesess vu i Saean v drop-down widget, logs, and CLI
BN EE -

Ensures you always know what device you're interacting with
SOPHOS



High Availability — Redundant Links
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------ i] Initial device role * (® pPrimary (active-passive) O Auxiliary O Primary (active-active)

SOPHOS

el ------
: - - -
HA configuration mode * @ quickHAmode O Interactive mode
QuickHA provides Interactive HA requires -
auto creation of predefined p——
LAG interface LAG interface e -

SOPHOS
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Up To 4 Interfaces: PHYSICAL | LAG | VLAN | UNBOUND
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Azure AD Integration for Single Sign On

Welcome to

SOPHOS

Single sign-on

_ a';’FW .3

-

Sophos Firewall

SOPHOS
Sign in

Email Address

Control center

Login using your email address.

VERIFY IDENTITY

AAAAA

:::::

FIREWALL CONSOLE

SOPHOS



Hosts and Services Object Search

SOPHOS Hosts and services Foadack @iHowtoguses Logviewsr Hep sdmin

Sophos Firewall

P host IP host grous MAC host FQON host FQON host group Country groug Servic ot Service group

Control center

Current activities

Reports

Zero-day protection

Diagnostics

IP host IP host group MAC host FQDN host FQDN host group

Rules and policles
Intrusion prevention ) it bt A ( 172.16.16 X )

Web
O N -

Applications #HEALL RWE System host NA
Wireless

#Portl System host 172.16.16.16/255.255.255.255
' )N RW ) 1 '
Emall ! v
Web server ) DNS IP IP address 172.16.16.16/255.255.255.255
! L SSLVPN RW¢ yst nost )

Advanced protection

LAN Network IP subnet 172.16.16.0/255.255.255.0

Search by name, type, or value

SOPHOS
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Strengthening Our Value Proposition
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POWERFUL PROTECTION and PERFORMANCE

CONNECT ANYWHERE, ANYHOW

EASY MANAGEMENT
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HA Enhancements
(Detail Slides)
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1. HA Link Redundancy

LAG support for HA link redundancy
Supports up to 4 interfaces

QuickHA mode automatically sets up a
LAG interface when multiple interfaces
are selected

Interactive mode supports pre-
configured LAG interfaces

=l =S =

LAG support for HA link redundancy

=, e

High availability configuration

Initial device role *

HA configuration mode #

Node name

Passphrase *

(®) QuickHA mode

(O Interactive mode

SOPHOS



2. Eliminate confusion over which device is primary for licensing

High a

Initial device role *

HA configuration mode * (® QuickHAmode (O Interactive mode

Passphrase *

Dedicated HA link #

Addn itemn

The licenses of the device you configure initially as the primary device apply to the X
whole cluster for active-passive HA.

Initiate HA ] - .
We recommend that you configure the device with the most licenses as the primary.

Configure this device as the primary?

24 SOPHOS



3. Node name for quick identification

= Added customizable node name to easily B
id e nt ify d eVi Ce Initial device role * (® Primary (active-passive) (O Auxiliary (O Primary [active-active)

= Can be changed after setting up an HA
cluster

= Will be shown in the browser tab, HA
status page, HA logs, CLI, Control Center

HA configuration mode *

Passphrase *

Dedicated HA link *

E Main-ChicageHQ admin@Burlington

|
|
L

File Edit View Search Terminal Help

Node: Sophos Left rack 2
Host: Burlington
Sophos Firmware Version: SFOS 18.0.5 MR-5-Build586

C 1 A Notsecure | kips//172.16.16.16:4444/webconsole

w Bookmarks Competitor Product... Tools TA

Main Menu

Network Configuration

Browser tab: <node-name><hostname> . Suwime: fantigaraiien
CLI

25 SOPHOS



4. HA status page improvements

Separated current role
and status for clarity

Node name to easily
identify device

Serial number Current role Current state Last status change

XGST00ACNNAA124 Primary @ Sep 08, 2021 13:54:52

ource

Initial primary and
license source info XGS-rack-02 (Peer) ~ XGS200ACNNACV14 Auxiliary Sep 08,2021 13:52:43
(active-passive)

26

Sync auxiliary device Switch to passive device Disable HA

Last status change info for
troubleshooting

SOPHOS



5. Updated preferred primary option

HA configuration . Q QuickHAmode  (® Interactive mode

Cluster 1D *

Node name *

Dedicated HA link *

Dedicated peer HA link IPv4 address *

Select ports to be monitored

Add new item

Select device you
Interface IPvY address IPv6 address
Peer administration settings * want always to be a

PortA v o
primary

| |
1 Preferred primary device n 0 |

Keepalive request interval Send arequestevery | 250 | milliseconds [250-500)

Keepalive attempts Make 18 | attempts before determining it as device failure (18-24)

Use host or hypervisor-assigned MAC 0o
address

Initiate HA

27
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6. Banner on Auxiliary for easy identification

E Model-AHM_01-rackAl

< C

SOPHOS

Sophos Firewall

Control center
Current activities
Reports

Zero-day protection

Diagnostics

Rules and policies
Intrusion prevention
Web

Applications
Wireless

Email

Web server

x E Mode2-AHM_01-rackfd s =+

O &

€) use of the Sophos Firewall is provided under an Early Access Program and subject to the Sophos End User Terms of Use.

@ Thisis an auxiliary device. You

Control center
SF01V [SFOS 19.5.0 EAPO-Buildgs2)

System

D
W
Performance

D

Interfaces

0/0

RED

0

Connected remote
USErS

10%
CFU
6.8KB/s

Traffic insight

Web activity

=

Services

ox

VPN

0/0
Wireless APs
0

Live users

Allowed app categories

49%
Memory

0 .
R — Allowed web categaries

can't change the configuration from this device.

Cloud applications

Metwork attacks

Feedback

WM How-to guides

Security Heartbeat®

Log viewer

Help

User & device insights

0 Maonitor endpeoint health

Atrisk

and systems at risk

Click here

Synchronized Application Contro/™

0 Identify unknown apps on

pur network
Apps ¥
Zero-day protection

0 0

Recent Incidents

Click here

0

Scanned

admin@AHM_01-rackAl =

SOPHOS
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7. Control Center

SOPHOS

Control center
Current activities
Reports

Diagnostics

Rules and policies
Intrusion prevention
Web

Applications
Wireless

Email

Web server

Advanced threat

Central synchronization

VPN

Network
Routing
Authentication

Svetam sarvicas

Control center

0.5 MR-£

0

Sarvices

VPN

L .I
Wireless APs
0

Connected remote Live users

3%
Memory
0
Sessions
o
Decryption capacity Decrypt sessions

High availability: Not configured
Managed by Sophos Central

Running for O day(s], 0 hour(s), 3 minute(s)

Active firewall rules

0

Traffic insight

Reports

HA Icon gives quick view for
overall cluster health

HA widget moved to admin

drop-down. Always available on

top for quick access

Log viewer Help

User & device insights

Security Heartbeat®
.. 1 ry 1 [active]
0 0 @® Nodename
At risk Missing

Synchronized Application

0 0

New Categorized

Threat intelligence

0
Suspect )
Support

About product
Caonsole

0 20 reboot de

Sources blocked Accountsal
Shutdown dey
Configure
Logout
SSL/TLS connections B

0 O
Of traffic Decrypted

Messages

Warning

All cluster information
(node name, serial number
and status) is available in

drop-down

SOPHOS
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8. Added HA role in CLI hash prompt for easy troubleshooting

,@? c07-kakir-vrn-21.manual.c07.pit.els.sophos - PuTTY

HCTE: If not explicitly

done through this

support, any modifications

¥your suppor

SOPHOS
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9. Added role and node name information in CLI

B . T - r
& c07-kabir-vm-21.manual.c07.pit.els.sophos - PuTTY

[ T, I SRS I R p—— CEOAT 19 C N FAD I —Fiia 1AELCT
Sophos Firmware Version: S5F0O5 19.5.0 EAPO-Buildeb?

MeardaT = CET AT

Hodel: SFOL1W

e o o o o e o e e o e e e e e e e e e e e e e e
. . = = ] I
I_.-_-Et-..i:-\.l-l-.':- I iwli .'___G'_-I‘Cn_

4
-
4
3
¥
| [SyS——

& node name: Nodel
ICurrent status: Primary (&ctive) from 03:54:58 AaM, Apr 08, 2022

I

r.IIJ
)
it
T
=]
]
[
=}
|_h
II
[}
k

H
u
ot
II
[}
b |

3. Route ~onfiguration
4. Device Console

5. Dewvice Management

6. VPN Management

-]

SOPHOS
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