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Sophos Firewall v19.5 
What’s New



Sophos Firewall and Network Security Focus
Creating New Opportunities with Distributed and Enterprise Edge – Building-out SASE 

XSTREAM TLS INSPECTION
TLS

HIGH AVAILABILITY

ZTNA as a ServiceXSTREAM SD-WAN AND ROUTING

All While Making Complex Networks Easy to Deploy and Manage

SECURE ACCESS PORTFOLIO



A Key Part of our SASE Strategy

CENTRAL

CROSS-PRODUCT THREAT DETECTION AND RESPONSE
(IDENTITY, POSTURE, SHADOW IT, THREATS)

SET POLICY ONCE - ENFORCE EVERYWHERECONNECT ANYWHERE ANYHOW

ZERO TRUST - XSTREAM SD-WAN
(SD-WAN | SD-RED | ZTNA | VPN)

UNIFIED POLICY WITH INTELLIGENT ENFORCEMENT
(CLOUD | FW | EP)

POWERFUL PROTECTION



Sophos Firewall OS v19 and 19.5

Xstream SD-WAN
• Xstream FastPath for IPsec

(Up to 5x IPsec throughput)
• SD-WAN profiles
• Performance-based

link management
• Real-time monitoring
• SD-WAN log viewer module

v19.5v19

VPN and Search
• SSL VPN capacity boost
• SSL remote-access assistant
• AWS VPC import
• Intuitive VPN management
• VPN log viewer module
• Navigation Search
• Network object search
• And more!

High Availability
• Redundant HA links

(Multiple, LAG, VLAN)
• VLAN interface monitoring
• Enhanced status
• New HA widget
• Custom node names

Xstream Performance
• Xstream TLS FastPath Offload
• Increased IPsec throughput 

and capacity
• SD-WAN load balancing
• New dynamic routing engine
• OSPFv3 dynamic IPv6 routing
• New search for Hosts and

Services objects
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Sophos Firewall OS v19.5 – What’s New

SD-WAN and Routing
Now in

Early Access

SD-WAN and Routing

▪ SD-WAN Load Balancing – across 
multiple SD-WAN links for maximum 
performance

▪ Double IPsec capacity – with current 
tunnel support now at 10,000 up from 
4,650

▪ Dynamic Routing – with OSPFv3 (IP6) 
support and a new next-gen routing 
engine

High Availability Enhancements

▪ Status and Visibility – with a new 
control center widget, enhanced status 
panel, and new node names for easy 
device identification

▪ HA Link Redundancy – supports up to 4 
links for added redundancy

▪ VLAN Support Enhancements – for the 
dedicated HA link and VLAN interface 
monitoring

Quality of Life Improvements

Quality of Life Improvements

High Availability Enhancements

▪ Hosts and Service Object Search – using 
free text

▪ Enhanced .log File Storage – for better 
troubleshooting

▪ Azure AD SSO – for web console UI login 
authentication

▪ Enhanced 40G Interface Support –
including auto-detection of advanced 
port configurations and breakout of 40G 
interfaces

Xstream Protection Xstream Protection

▪ TLS FastPath – utilizing the Xstream 
Flow Processors in select XGS Series 
appliances to accelerate TLS traffic 
decryption for improved performance
(XGS 4300, 4500, 5500, 6500)



FIREWALL STACK

Connection Management
Allow | Block | Secure

TLS 1.3 INSPECTION

All Ports/Applications
All modern cipher suites

TLS 1.3 without downgrading

SECURITY & CONTROL

Single Streaming Engine 
Proxy-less Scanning
High Performance AV IPS WEB APPS

DPI ENGINE

THREAT INTELLIGENCE

Static File Analysis
Multiple ML Models

AI Deep Learning

SANDBOXING

Dynamic File Analysis
Behavioral Analysis

Intercept X

SD-WAN | SaaS | Cloud

FASTPATH

Encrypted Traffic
TLS Inspection | IPsec VPN App Acceleration

x86 CPU



Xstream SD-WAN

SOPHOS CENTRAL SD-WAN MANAGEMENTSOPHOS FIREWALL SD-WAN HARDWARE

Sophos Firewall XGS Series
Xstream FastPath Acceleration
SD-WAN | Apps | Cloud | IPsec

SD-RED 20/60
Zero-Touch Remote Edge Devices

SD-WAN
Orchestration

SD-WAN
Reporting

Real-time Monitoring
and Logging

Link Performance | Routing

Link Management
and Enhanced Routing

App | User | Service
Failover | Failback

Performance SLA
Link Selection

Jitter | Latency | Packet Loss
Zero-Impact Transitions

SD-WAN Profiles
with Multiple Gateways

Up to 8 Gateways

Synchronized App Control 
Awareness

Obscure and Custom Apps

Azure Virtual WAN Support

XSTREAM SD-WAN IN SOPHOS FIREWALL OS

Link Load Balancing
Simultaneously routing of application 

traffic across multiple links
MPLS | WAN | VPN | RED

19.5
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SD-WAN Example

Internet

DSL

MPLS Leased Line

Cable

LTE Cellular
Any Corporate Office Location

Firewall

Multiple ISPs



SD-WAN Load Balancing

Internet

DSL

MPLS Leased Line

Cable

LTE Cellular
Any Corporate Office Location

Firewall

Multiple ISPsTraffic load shared across
multiple SD-WAN links



Central SD-WAN Orchestration – A Game Changer

Easy Point-and-Click Sophos Central 
orchestration

Hub and spoke, Full mesh, or any other 
topology with redundant tunnel support

Be up and running in minutes instead of 
hours or days



SD-WAN LOAD BALANCING STATUS, LOGGING, REPORTING



New Dynamic Routing Engine with OSPFv3 (IPv6) support

Static routing enhanced with admin 
distance and metric

Better dynamic routing decisions 
based on interface/bandwidth

Improved scalability and performance

Better logging and troubleshooting

Fully interoperable with other 
vendors



High Availability Enhancements in v19.5

Redundant HA Links

Use multiple links, LAG, or VLAN
to provide added redundancy

Enhanced Status

New HA status and widget provides 
clear insights at-a-glance

VLAN Monitoring
Adds VLAN interface monitoring 

Custom Node Names

Provide unique names for each 
node to better identify them



High Availability – Node Names and Status

Customizable node name now shown in browser tab, status panel,
drop-down widget, logs, and CLI

Ensures you always know what device you’re interacting with



High Availability – Redundant Links

Up To 4 Interfaces:  PHYSICAL  |  LAG |  VLAN  | UNBOUND

QuickHA provides
auto creation of

LAG interface

Interactive HA requires
predefined

LAG interface



Azure AD Integration for Single Sign On

LOGIN

VERIFY IDENTITY

FIREWALL CONSOLE



Hosts and Services Object Search

Search by name, type, or value



EASY MANAGEMENT

CONNECT ANYWHERE, ANYHOW

POWERFUL PROTECTION and PERFORMANCE
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Strengthening Our Value Proposition

TLS



HA Enhancements
(Detail Slides)
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1. HA Link Redundancy

LAG support for HA link redundancy

Supports up to 4 interfaces

QuickHA mode automatically sets up a 
LAG interface when multiple interfaces 
are selected 

Interactive mode supports pre-
configured LAG interfaces

LAG support for HA link redundancy 
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2. Eliminate confusion over which device is primary for licensing
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3. Node name for quick identification

Added customizable node name to easily 
identify device

Can be changed after setting up an HA 
cluster

Will be shown in the browser tab, HA 
status page, HA logs, CLI, Control Center

Browser tab: <node-name><hostname>

CLI 
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4. HA status page improvements

Node name to easily 
identify device

Initial primary and 
license source info 

(active-passive)

Last status change info for 
troubleshooting

Separated current role 
and status for clarity
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5. Updated preferred primary option

Select device you 
want always to be a 

primary
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6. Banner on Auxiliary for easy identification
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7. Control Center
HA widget moved to admin 

drop-down. Always available on 
top for quick access

All cluster information 
(node name, serial number 
and status) is available in 

drop-down

Icon gives quick view for 
overall cluster health 

HA
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8. Added HA role in CLI hash prompt for easy troubleshooting
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9. Added role and node name information in CLI
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